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Eastern Internal Audit Services

BRECKLAND DISTRICT COUNCIL

Follow Up Report on Internal Audit Recommendations

Period Covered: 1 April 2019 to 6 January 2020

Responsible Officer: Faye Haywood – Internal Audit Manager for Breckland DC
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1. INTRODUCTION

1.1 This report is being issued to assist the Authority in discharging its responsibilities in relation 
to the internal audit activity.

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive to establish 
a process to monitor and follow up management actions to ensure that they have been 
effectively implemented or that senior management have accepted the risk of not taking action. 
The frequency of reporting and the specific content are for the Authority to determine.

1.3 To comply with the above this report includes:  

 The status of agreed actions. 

2. STATUS OF AGREED ACTIONS

2.1 As a result of audit recommendations, management agree action to ensure implementation 
within a specific timeframe and by a responsible officer. 

The recommendations are subsequently uploaded on to the Council’s performance 
management system Pentana, with this alerting management to update progress in advance 
of the due date through email alerts. Management action to date is then input with internal 
audit then either verifying the evidence provided and closing the recommendation or agreeing 
to the extension date provided.

Escalation is also in place to deal with non-responses or recommendations which have been 
overdue for a long time through the Performance, Risk and Audit Board and through the 
Finance Board as required due to the statutory requirements of the Section 151 Officer to 
ensure that appropriate risk mitigation action is being taken. Ultimately further escalation is 
through the Executive Management Team.

2.2 Appendix 1 to this report shows the details of the progress made to date in relation to the 
implementation of the agreed recommendations and reflects the year in which the audit was 
undertaken to enable the Committee to easily identify old outstanding recommendations. The 
table also identifies between outstanding recommendations that have previously been 
reported to this Committee and then those which have become outstanding this time round. 

2.3 In 2016/17 internal audit raised 56 recommendations. 53 of which have been implemented by 
the agreed date, three of which are outstanding (two important and one needs attention). The 
management responses in relation to these outstanding recommendations can be seen at 
Appendix 2 of the report.

Number raised 56

Complete 53 95%

Outstanding 3 5%
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2.4 In 2017/18 Internal Audit raised 77 recommendations, 64 of which have been implemented 
by the agreed date. 12 recommendations are now outstanding (two urgent, five important 
and five needs attention). One recommendation was rejected by management and has 
previously been reported to the committee. 

The management responses in relation to the two urgent and five important outstanding 
recommendations can be seen at Appendix 3 of the report.

Number raised 77

Complete 64 83%

Outstanding 12 16%

Disagreed 1 1%

2.5 In 2018/19 Internal Audit has raised 70 recommendation, 45 of which are now complete. A 
total of 9 recommendations are outstanding (two urgent, two important and five needs 
attention). A total of 16 recommendation are not yet due. Details of the urgent and important 
outstanding recommendations can be found at Appendix 4 of this report. 

Number raised to date 70

Complete 45 64%

Outstanding 9 13%

Not yet due 16 23%

2.6 In 2019/20 a total of 22 recommendations have been raised so far. A total of eight have been 
completed. A total of four (two important and two needs attention) recommendations are 
outstanding and 10 are within deadline. Details of important outstanding recommendations 
can be found at Appendix 5 of this report. 

Number raised to date 22

Complete 8 37%

Outstanding 4 17%
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Not yet due 10 46%

2.7 An increasing number of recommendations are outstanding for this period despite regular 
updates being requested and Internal Audit attendance at Performance and Risk Board.   As 
agreed at the June 2019 meeting, for those recommendations that are now overdue by a year, 
officers have been requested to attend to provide a verbal update. We would urge 
management to address historical outstanding recommendations in time for year-end 
reporting to prevent outstanding control weaknesses having an impact on the overall Internal 
Audit Opinion which feeds into the Annual Governance Statement.      
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APPENDIX 1 – STATUS OF AGREED INTERNAL AUDIT RECOMMENDATIONS
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APPENDIX 2 - 2016-17 OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS

Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1704 
Environmental 
Services - 
Contaminated 
Waste

Communities and 
Environmental 
Services Manager 
(Steve James)

A Waste Collection Policy be 
developed and be approved by 
Cabinet that clearly sets out the 
Council's approach to managing 
resident's household waste in a 
safe and cost-effective way, that 
encourages waste minimisation 
and recycling and requirements 
for minimising contaminated 
waste.

The policy to include the 
responsibilities of the Council, its 
waste collection contractor 
(Serco), and residents, with 
regard to recycling and 
enforcement actions that may be 
taken in the event of repeated 
contamination by householders.

Medium Outstanding 01-Jun-17 31-Oct-19 No update provided

BRK1709 - 
Licensing & 
Business Support

Licensing & 
Business Support 
Manager (Donna 
Hall)

Taxi licence fees for both 
Councils to be reviewed.

Medium Outstanding 30-Sep-17 30-Nov-19 No update provided  
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APPENDIX 3 2017-18 - OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS

Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1802 - Private 
Sector Housing

Housing Manager 
(Hannah Hooks)

Documented licence 
conditions be enforced, and 
the relevant evidence be 
retained and where a landlord 
has not provided evidence 
requested or failed to meet 
licence conditions, then formal 
enforcement actions be taken 
as necessary.

High Outstanding 01-Jul-18 31-Dec-19 No update provided

BRK1802 - Private 
Sector Housing

Housing Manager 
(Hannah Hooks)

All inspections, including 
assessment of fire risks, to be 
promptly completed and 
licences processed and issued 
in a timely manner, within an 
agreed timeframe, which 
should be clearly 
communicated to the Housing 
team.

High Outstanding 01-Jul-18 31-Dec-19 No update provided

BRK1802 - Private 
Sector Housing

Housing Manager 
(Hannah Hooks)

Decision to be taken by 
management on all types of 
financial assistance to be 
provided by the Council to 
bring empty dwelling back into 
use, including 'Restore Grants' 
and private leasing, and all the 
agreed assistance and criteria 
for applying for or awarding 
each type of financial 
assistance be detailed in the 
Empty Dwellings Policy. 

Medium Outstanding 01-Apr-19 31-Dec-19 No update provided
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Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1821 - 
Cybersecurity

IT Manager – Simon 
Stubbs 

Recommendation 2. The 
Council to conduct a review of 
the ICT Security policy, 
including suggested policy 
adjustments related to Cyber 
threats and as laid out in 
subsequent actions in this 
report, and communicate it to 
all relevant officers and 
members.

Medium Outstanding 31-Jul-18 31/01/2020 The updated draft of the ICT Security Policy has 
now been completed. The Shared IT Manager will 
now look to create a new structure for the policy with 
a view to splitting it into one high-level policy and a 
number of smaller procedures. Once complete and 
accepted into governance this amended structure 
will allow for the underlying procedures to be 
updated & maintained without a lengthy formal 
approval process. (This is especially appropriate for 
areas such as cybersecurity where policy guidance 
has to be amended on a frequent basis). The 
changed policy structure is targeted for completion 
by 31st January 2020.

BRK1821 - 
Cybersecurity

IT Manager- Simon 
Stubbs

Recommendation 5. The 
Council to implement 
appropriate change control 
processes that are 
proportional to the needs of 
the Council.

Medium Outstanding 31-Jul-18 29/03/2020 The change control function within Managengine is 
overly complicated for the need of such a small IT 
department, an amount of testing has taken place to 
see if this can be streamlined in anyway to be fit for 
purpose.  Utilising this would delay service delivery 
and add nothing to the management of the IT 
service.  As such until the Managengine application 
allows a more streamlined change control process 
BDC IT will utilise a simple spreadsheet to 
control change control in key areas of IT service 
delivery. 

BRK1821 - 
Cybersecurity

IT Manager – Simon 
Stubbs

Recommendation 7. The 
Council to conduct a risk 
assessment of the lack of 
firewall resilience and to 
deploy additional resilience in 
this area as appropriate.

Medium Outstanding 31-Aug-18 31/12/2019 No update provided 

BRK1821 Cyber 
Security

IT Manager – Simon 
Stubbs

Recommendation 8. The 
Council to ensure that, once 
connectivity to provide 
seamless service during a 
disruption at either site is in 
place, the functionality is 
tested on a periodic basis.

Medium Outstanding 31/08/2019 30/01/2020 Work on VXLAN progressed and technically the two 
councils’ networks can be accessed by either side 
however there are some issues with static routes 
that need to be addressed.  A call with the technical 
lead from the supplier is schedule for 5th December 
to review these and agree the best way forward.  As 
such this work will not be completed until early 
January 2020.
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APPENDIX 4 – 2018-19 OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS

Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1906 Housing 
Needs

Housing Manager A review be undertaken of 
legacy rent accounts (service 
charge) to ensure these are 
up-to-date with recovery 
undertaken on rent arrears 
identified.

High Outstanding 01/04/2019 28/02/2020 Review of  rent accounts and allocation of payments 
received from clients has been completed February 
19 – November 19. 

We have encountered challenges around obtaining 
each individuals housing benefit information (the 
amount they receive).  We have requested system 
amendments to assist with this.   

BRK1906 Housing 
Needs

Housing Manager Regular monitoring be 
undertaken of tenant 
temporary accommodation 
rent accounts (service 
charge), including the recovery 
of rent arrears where identified

High Outstanding 01/01/2019 28/02/2020 Action not yet completed due to challenges 
obtaining housing benefit amounts for each 
individual client.  This is being addressed through 
amendments/update to systems.  

However, we have updated the recovery process 
and new arrears letters to send to clients have been 
drafted and are ready for use as soon as we have 
reliable information regarding housing benefit 
payments received.  

BRK1906 Housing 
Needs

Housing Manager The Council undertakes a full 
review of all housing grants 
and loans within the previous 
and current financial years to 
ensure they have been 
correctly accessed / 
categorised as a loan or a 
grant and that all new 
applications are independently 
assessed and approved 
before payment is made. In 
addition, repayment of loans is 
subject to regular review with 
action taken where terms are 
not being complied with.

Medium Outstanding 01/06/2019 31/01/2020 New way of recording this information has been 
created. We have the relevant information regarding 
payments received.  However, these require 
recording on the spreadsheet.  Letters are being 
reviewed to chase non-payment. 

BRK1906 Housing 
Needs

Housing Manager The Housing Strategy, 
Allocations Policy and Grants 
and Loans Policy be updated 
to include the requirements of 
the Homelessness Reduction 
Act regulations

Medium Outstanding 31/12/2019 30/04/2020 Following on from the peer review in the summer we 
have an EELGA consultant in working with the 
team. A new allocations Policy have been written 
and currently these are in draft format due to be 
adopted in April. – pending council approval 
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APPENDIX 5 – 2019-20 OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS

Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK2002 – 
Planning 
BAUDPLA004

Director of Planning 
and Building Control

All S106 agreements are 
reviewed, to determine 
whether any trigger points 
have been hit, with the 
requisite action(s) taken where 
necessary and with regular 
monitoring thereafter. 

2 Outstanding 31/12/2019 31/03/2020 A initial review of our processes has been has been 
completed by Birketts LLP and a further study has 
been commissioned to carry out a full review of all 
outstanding S106's.
Inception meeting took place on 3rd Dec - 
Anticipated completion end of March 2020. 

BRK2006 Building 
Control – 
BAUDBDG002

Building Control 
Team Leader

The decreasing income levels 
to be investigation, to 
ascertain the reasons for the 
decrease and recourse that 
could be taken to increase 
income levels. Market share in 
terms of value to be assessed 
and marketing activities to be 
explored to identify potential 
opportunities that could 
promote the service and 
generate further income. 

2 Outstanding 31/12/2019 31/01/2019 Conversations taken place with Breckland's 
Commercial Team to investigate the possibility of 
creating new webpages which are more commercial 
facing to promote/encourage the use of Breckland 
services
Paper prepared and to be presented at OOG in Jan 
2020. 


